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AOIroBoP 3A OBPABOTKA
HA AMYHUN AAHHM

HactosuwoTo ,,INpuroxerHre Ne | — CnopasymeHue 3a
obpaboTka Ha AaHHM (DPA)” e oTaeneH
AOKyMeHT kbm  Obwmte  ycrosua (GTC) Ha | KAP
AATA" OOA 1 ce npuaara camMo KoraTo € M3MCKyemo
no YA, 7.2 ot GTC — T.e. korato KAP AATA aelicTsa
kaTo 06paboTBaLl AMUHKM AaHHKM MO cMmcbaa Ha GDPR.
B ocTaHaaunTe caydamn no UA. 7.3 oT GTC (BKAIOUMTEAHO
CTaHAGPTHOTO NOCPEAHNYECTBO Mo YA.
7.3.1) Tpunoxenune Ne | — DPA He ce npuaara.

KoraTo e MpUAOKMMO CbrAACHO MPEAXOAHMA ab3al,
HACTOALLOTO DPA ce WHKOpMopupa no
rpenpatiaHe KbM AOFOBOPHWTE  OTHOLLEHUS MexaAy
JKAP - AATAY OOA m KavenTa wmcTaBa TAXHa
HepasaeAHa vacT (,,[1puaoxenne Ne ) camo B Tasm
xuvnoTesa. ToBa BkAloYBa, Oe3 orpaHuyenue: (i) ObumTe
ycrosusa (GTC) m TexHuTe npuaoxenus, (i) Bcsaka
noanvcaHa oT KaverTa Nopbuka (Order Form), kakTo u
(i) BCEKM WMHAMBMAYAAEH AOTOBOP WAM aHEKC MEXAY
CTpaHuTe, AokoakoTo DPA e MpMAOXMMO CbrAacHO YA.
72 ot GTC.

DPA ce cuuTa 3a npueto oT KaveHTa 6e3 oTAEAHO
MOAMUCBaHe upes noAnuceaHe/mprieMaHe Ha
cboTBeTHaTa [ lopbuka (Order Form) nan nHavBMAYareH
AOroBop/aHekc,  kouTo  mHkoprnopupaT GTC  u
npeaBkAaT  pondta  Ha  KAP  AATA  kato
0bpaboTBall, OCBEH aKko CTpPaHWTE M3PUYHO He ca
AOTOBOPUAM APYTO.

DATA PROCESSING
AGREEMENT
This “Annex | — Data Processing Agreement

(DPA)" is a standalone document to CAR DATA’s
General Terms and Conditions (GTC) and applies
only where required under Article 7.2 of the GTC—
i.e, where CAR DATA acts as a data processor within
the meaning of the GDPR. In all other cases
under Article 7.3 of the GTC (including the standard
intermediation scenario under Article 7.3.1), Annex |
— DPA shall not apply.

Where applicable pursuant to the foregoing, this DPA
is incorporated by reference into the contractual
relationship  between CAR  DATA  OOD and
the Client and forms an integral part thereof
(“Annex |"") solely in that circumstance. This includes,
without limitation: (i) the GTC and any annexes
thereto; (i) any Order Form executed by the Client;
and (iii) any individual agreement or addendum
between the Parties, to the extent this DPA applies
pursuant to Article 7.2 of the GTC.

The DPA shall be deemed accepted by the Client
without separate execution upon
execution/acceptance of the relevant Order Form or
individual agreement/addendum that incorporates the
GTC and provides for CAR DATA's role as
processor, unless the Parties expressly agree
otherwise in writing.
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CTPAHM
N NMIPUAOXKMMOCT HA AOINOBOPA

MexXay

"KAP AATA" OOA, cbCc cepamvlle M appec Ha
ynpasaeHve: rp. Coousa 1407, p-H "AoseHed”, ya.
"AioboTpbH" Ne |9, Bx. b, eT. |, an. 2, pernctpupaHo B
Toprosckus pernctbp M pernctbpa Ha HOAHLL kbm
AreHupaTa no  BrmceaHmaTa ¢ EVIK 201698784,
NPEACTaBASIBAHO 3aeAHO OT YaBaap AnmuTpoB Heaes 1
leoprn CromukoB /\IOTOB, B KayeCcTBOTO MM Ha
ynpaeuTeAn (HapuudaHo no-aony "Ob6paboTeauw”)

KAVMIEHT  (Hapuyano no-aony  "AaMuHMcTpaTop")
Hapy4aHM MO-AOAY MOOTAEAHO "cTpaHa' u  3aeaHO
"cTpaHu’,

KATO B3EXA TIPEABMA, uwe "Kap aata" OOA
06paboTBa AMYHM AQHHWM KaKTO B KauyeCTBOTO CM Ha
00paboTBal, AVYHM AGHHW W TE3M AAHHM e ObAaT
obpaboTBaHn oT "ObpaboTsall’ B Ka4eCcTBOTO My Ha
06paboTBalll AVYHU AGHHW U XEAJHWUETO Ha CTpaHuTe
ToBa 0OpaboTBaHe Aa MpOTMYa B CbOTBETCTBME C
nanckBaHusTa Ha Peraavent (EC) 2016/679 Ha
Esponeiickna napaameHT m Ha CoBeTa oT 27 anpua 2016
I. OTHOCHO 3allMTaTa Ha GU3MUECKUTE AMLIA BbB BPb3Ka C
06paboTBaHETO Ha  AMYHWM  AQHHM UM OTHOCHO
CBOBOAHOTO  ABMXKeHMe Ha Takwea AaHHw, CE
CMNOPA3YMAXA 3a cAepHUTE CTaHAAPTHW AOTOBOPHM
kAQy3u (HapuyaHW No-HaTaTbk "kaaysuTe"):

PA3SAEA | - CTAHAAPTHU AOTOBOPHU KAAY3U

HacTtoawmsaT Aorosop 3a 06paboTka Ha AMYHM AAHHM
(,Aorosop” wam ,DPA") ce npuaara KbM  BCSKO
AOFOBOPHO MpaBoOTHoWeHKe Mexay ,KAP  AATA"
OOA v KAVeHT, B KOETO TO3M AOTOBOP €

® VAU U3PUYHO TMOCOYeH K MpueT B [lopbuka
(ORDER FORM), noanmcaHa oT CTpaHuTe,

® WAV BKAIOYEH KaTO HEPasAeAHa  4YacT  oOT
WHAMBUAYAAEH AOTOBOP, CKAloUeH mexay KAP
AATA 1 KameHT.

PARTIES
AND SCOPE OF APPLICATION

by and between

"CAR DATA" LTD, having its seat and registered address
at 19 Lubotron, entrance b, I fl, apt. 2, 1407 Sofia,
registered with the Commercial Register and Register for
NPLE of the Registry Agency with UIC 201698784,
represented jointly by Chavdar Dimitrov Nedev and
Georgi Stoichkov Lyutov, in their capacity as a Managing
Directors (hereinafter referred as "the Processor")

and

CUSTOMER (hereinafter referred as "the Controller")
each as a "party", together the "parties"

HAVING REGARD to the processing of personal data
from "CAR DATA" LTD. both in its capacity as a
processor and that such data will be processed by “the
Processor” in its capacity as a processor and the desire of
the parties that such processing takes place in
accordance with the requirements of Regulation (EU)
2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on
the free movement of such data, the parties HAVE
AGREED on the following Standard Contractual Clauses
("the Clauses"):

SECTION | - STANDARD CONTRACTUAL

CLAUSES

This Data Processing Agreement ("Agreement" or "DPA")
applies to any contractual relationship between "CAR
DATA" Ltd. and the Client, where this agreement is either:

e explicitly referenced and accepted within an
Order Form, signed by both parties, or

e included as an integral part of an individual
agreement concluded between CAR DATA and
the Client.
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AaHHuTe 3a MAEHTUOMKALMA Ha KaneHTa
(,,AAMUHUCTPATOPBT'') Ce CbAbPXAaT B CbOTBETHUS
OCHOBEH AOrOBOpeH AOKymMeHT — [lopbukata wAM

VHAMBMAYAAHUA AOTOBOP — U CE CYMTAT 3a HepasAeAHa
YyacT oT HacToAwma DPA.

CrpaHnTe ce cbraacseaT, Ye HactoAwmsaT DPA  He
M3MCKBA OTAEAHO TOAMMCBAaHE, OCBEH aKo He e
NPEABVAEHO APYrO.

HactosawoTo Crnopasymerne 3a o6paboTBaHe Ha AaHHM
Ce NMpuAara 3a BCUYKKM MPOAYKTU U YCAYTU, NPEAOCTABSAHM
oT Kap Aata, kounto ca npeameT Ha O6wmTe ycAoBUS
(GTC) n cboTBeTHUTE UM NpUAoxenus (IpuaoxeHre A
DAT npoayktu u [Npuaoxerue B: inSign npoaykTh), KakTo
M 33 BCUUKM ObAELLM MPOAYKTU, KOUTO 6bAAT A0DaBeHM
ypes aHekc kbM Order Form nan oTAeAeH MHAMBUAYaAEH
AOTOBOP.

[ToppoCTaBUMLM. 33 MPEAOCTaBAHETO Ha YCAyraTa
O6paboTBaWmsT ~ M3MOA3BA  MOAAOCTABUMLIM 33
CbITbTCTBALLM  AEMHOCTU  (Hamp. XOCTUHT, TeXHWuecka
NnoAAPBXKa U curypHocT). C BCUMUKM MOAAOCTaBUMLM Ca
CKAIOYEHN AOTOBOPM, OTTOBApSLLM Ha M3UCKBaHKATA Ha
Pernament (EC) 2016/679 (GDPR) 1 cTaHaapTa ISO/IEC
27001. Kap AaTta mnoasbpxa aKkTyaAeH CrMCbK Ha
NOAAOCTABYMLY,  BkAlOUMTEAHO  inSign GmbH 1
M3MNOA3BaHWUTE CepTUDMLMPAHN LieHTpoBe 3a AaHHM B EC.
Tosu cnucek ce npeaocTass Ha KaveHTa npu nMowmcksaHe.
Kap Aata OOA uwe yseaomssa KaveHTa mmcmeHo 3a
BCsIKa NPEACTOSILLA NMPOMSIHA B CMIMCBKA Ha MOAAOCTaBYMLIN
Ha-Manko 30 (TPMAECET) AHW TPEABAPUTEAHO, aKO
KAVEHTBT TMOXeAae W3PUYHO TakoBa YBEAOMSIBaHE..
KAVEHTBT MMa MpaBo Ad Bb3pasu CPellly Takasa NpOMsiHa
B pamMKMTe Ha TO3M CPOK; MPW AWMCA Ha Bb3paXKeHue
MpoMsiHaTa ce cuMTa 3a npueTa.

KbM HacToswms aoroop ce npuaara MpuaoxeHue 2 —
OnucaHne Ha 06paboTBaHETO, KOETO MPEACTaBASBA
HEpPa3AeAHa YacT OT Hero.

Kaaysa |
LleA u obxsaT

a) LleATa Ha HacTOALIMTE CTaHAAPTHWM AOTOBOPHM
kaaysu (KAay3WTe) e Aa Ce OCUIypu CbOTBETCTBUE C YAEH
28, maparpadu 3 1 4 o1 PeraamenT (EC) 2016/679 Ha
Esponeiickmna napaameHT 1 Ha CoeeTa oT 27 anpua 2016
r. OTHOCHO 3allMTaTa Ha bU3NYECKMTE AMLA BbB BPb3Ka C
06paboTBaHETO Ha AMYHM AGHHW U OTHOCHO CBOOOAHOTO
ABVDKEHME Ha TaKkMBa AQHHW.

6) AAMUHUCTPATOPBT M 0OBpaboTBaLMA  AUYHM
AQHHM, Ce Cropasymsixa 3a HacTOsLLMTE KAQy3M, 3a Ad Ce

The identification details of the Client ("Controller") are
contained in the respective principal contractual
document — either the Order Form or the individual
agreement — and are deemed an inseparable part of this
DPA.

The Parties agree that this DPA does not require separate
execution unless otherwise agreed.

This Data Processing Agreement applies to all products
and services provided by Car Data that are subject to the
General Terms and Conditions (GTC) and their
respective appendices (Annex A: DAT Products and
Annex B: inSign Products), as well as to any future
products that may be added by means of an annex to the
Order Form or a separate individual agreement.

Sub-processors. For the provision of the Service, the
Processor engages sub-processors for supporting activities
(e.g, hosting, technical support, and security). All sub-
processors are bound by agreements that comply with the
requirements of Regulation (EU) 2016/679 (GDPR) and
the ISO/IEC 27001 standard. CAR DATA Ltd. shall
maintain an up-to-date list of sub-processors, including
inSign GmbH and the certified EU data centers used. This
list shall be made available to the Client upon request.
CAR DATA Ltd. shall notify the Client in writing of any
intended change to the list of sub-processors at least thirty
(30) days in advance, provided that the Client has
expressly requested such notifications. The Client shall
have the right to object to such change within that period;
absent any objection, the change shall be deemed
accepted.

Annex 2 — Description of the Processing is attached
hereto and forms an integral part hereof.

Clause |
Purpose and scope

(@) The purpose of these Standard Contractual
Clauses (the Clauses) is to ensure compliance with Article
28(3) and (4) of Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data.

(b) The controller and processor have agreed to
these Clauses in order to ensure compliance with Article
28(3) and (4) of Regulation (EU) 2016/679.
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rapaHTupa CrnasBaHeTo Ha uYaeH 28, naparpadu 3 1 4 oT
Peraament (EC) 2016/679.

B) HacToswumTe kaaysu ce npuaaraT rno oTHOLWEHKe
Ha 0OpabOoTBAHETO Ha AMUHM  AGHHM, MOCOYEHO B
npuAoxerue .

r [NpuAoxkeHUs | € HepasAeAHa YacT OT KAaysuTe.

A) HacToswmTe kaaysn He 3acsraT 3aabAKeHMsTa
Ha aAMMHWCTpaTopa Mo cuaata Ha PeraamerTt (EC)
2016/679

Kaaysa la

HactosawoTto Cnopasymerne 3a obpaboTka Ha AMYHM
aaHHM  (,DPA") ce npwaara 3a BCMYKM  YCAYTU U
bYHKUMOHaAHOCTH, mpepocTaBsHu  oT  KAP  AATA"
OOA B KauecTBOTO M Ha 0OPabOTBALL AUYHU AGHHK MO
cmmcbra Ha  GDPR| korato TOoBa npousTuya  OT
AoroBopHuTe oTHoweHus ¢ Kanenta. O6xBaTbT Ha
06paboTBaHETO, KaTeropwMTe AaHHW U LieauTe  ce
yTOuHsBaT B cboTBeTHaTa [lopbuka (Order Form) mam
MHAVBUAYAAEH AOTOBOP/aHeKC, KakTo U B [puaoxkeHie 2
— Onucanre Ha obpaboTeaHeTo.

Kaayza 2
HensMeHHOCT Ha kAaaysuTe

a) CrpaHnTe ce 3aabAXaBaT Ad HE W3MEHAT
KAQy3UTe, C M3KAIOYEHME Ha A0DaBAHETO Ha MHGOpMALWS
KbM  MPUAOXKEHMATA  WAM  aKTyaAM3MpaHeTO  Ha
vHbOpMaLmATa B TAX.

6) ToBa He npeus Ha CTpaHMTE Aa BKAIOYAT
CTaHAAPTHWTE  AOTOBOPHM  KAQY3M, OMPEAEAEHU B
HaCTOALLMTE KAQY3M, B MO-LUMPOK AOFOBOP MAU Ag AODABAT
APYTU KAQY3U UAWM AOMTBAHUTEAHM FapaHLmMK, Mpu YCAOBKE
Yye Te He MPOTMBOPEYaT, MPSKO WAM HEMpsKO, Ha
HaCTOALLMTE KAQY3W WAM HE 3acAraT OCHOBHU MpaBa WMAK
CBOOOAM Ha CyOeKTUTE Ha AaHHM.

Kaaysa 3
TbAkyBaHe

a) KoraTo B HacTOAWMTE KAQy3W Ce W3MOA3BaT
TEPMUHK, orpeaereHn cboTBeTHO B PernameHT (EC)
2016/679, Te3n TEPMUHM MMAT CbLLOTO 3HAYEHWE KaTo B
TO3W pErAaMeHT.

(©) These Clauses apply to the processing of
personal data as specified in Annex |.

(d) Annexes | is an integral part of the Clauses.

(e) These Clauses are without prejudice to
obligations to which the controller is subject by virtue of
Regulation (EU) 2016/679

Clause la

This Data Processing Agreement (“DPA") shall apply to
all services and functionalities provided by “CAR DATA"
OOD in its capacity as a data processor within the
meaning of the GDPR, where such role arises from the
contractual relationship with the Client. The scope of
processing, the categories of data, and the purposes shall
be specified in the relevant Order Form or in an individual
contract/annex, as well as in Annex 2 — Description of
Processing.

Clause 2
Invariability of the Clauses

(@) The Parties undertake not to modify the Clauses,
except for adding information to the Annexes or updating
information in them.

(b) This does not prevent the Parties from including
the standard contractual clauses laid down in these
Clauses in a broader contract, or from adding other
clauses or additional safeguards provided that they do not
directly or indirectly contradict the Clauses or detract
from the fundamental rights or freedoms of data subjects.

Clause 3
Interpretation

(@) Where these Clauses use the terms defined in
Regulation (EU) 2016/679, those terms shall have the
same meaning as in that Regulation.
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6) HacTtoswmTe kAaysm ce ueTaT M TbAKyBaT B
CBETAMHATA Ha pasnopeabuTe CbOTBETHO Ha PernameHT
(EC) 2016/679.

B) HacTosawmTe kaay3m He TpsbBa Aa Ce TbAKyBaT
MO HAYMH, KOWTO MPOTMBOPEYM Ha npaBaTa U
3aAbAKeHNSATa, MpeaBraeHn B PernamenT (EC) 2016/679,
WAU MO HAYMH, KOMTO 3acAra OCHOBHWTE MpaBa WAM
CBOOOAM Ha CyOeKTUTE Ha AaHHM.

Kaayza 4

Wepapxus
B cayuait Ha mpoTuBOpeuse Mexay HacToswmTe ObLm
ycrosus (GTC), nHamsmayanHaTa Nopeuka (Order Form)
n CnopasymeHveTo 3a obpaboTka Ha aaHHM (DPA),
CTPaHWTE Ce CbIAACSBAT Ha CAEAHUA PEA Ha MPUOPUTET:

I, VIHAMBMAYaAHO MOAMMCAH AOFOBOP WMAM MpUeTa
Nopvuka (Order Form);

2. Cnopa3symeHneTo 3a 06paboTka Ha AaHHM
(DPA) — no oTHoLlLeHWe Ha BCUYKM BBIPOCH,
CBbP3aHu ¢ 06paboTBaHETO W 3alUMTaTa Ha
AVUHU AQHHY;

3. O6uwwuTe ycrosua (GTC) — no oTHoLeHWe Ha
BCUUKM OCTaHaAW BbMPOCH.

[pu NpoTVBOpEUME MEXAY U3PUIHO
YrOBOPEHH kAaysu B AoroBopa/l lopbukaTa u
Te3n OO YCAOBUS, MPEAVMCTBO MMaT
yroBOpeHuTe KAay3u. [1o oTHoLeHMe Ha
06paboTBaHETO Ha AUUHM AGHHU MPEAUMCTBO
BMHarm nma DPA.

Kaaysa 5

C/\)’)KMTe/\ no 3alinTa Ha AMMHUTE AaHHU

O6paboTBaALLMAT AUUHM AAHHW FapaHTUpa, Ye HEeroBuTe
CAYXUTEAM Ca 3aro3HaTK C U3MCKBAHWATA 3a 3alTa Ha
AMUHUTE AQHHW M Ca OOBbP3aHK C MOBEPUTEAHOCT MO
OTHOLLEHWe Ha obpaboTsaHaTa MHPOpMaLMs.

O6paboTBaWAT € Ha3HauYMA AABKHOCTHO AMLIE TO
3alMTa HA AMYHWTE AGHHM, C KOETO aAMMHWUCTPATOPbLT
MOXe Aa Ce CBbpXe Ha: support@car-data.bg

PASAEA Il — 3SAABAXEHWA HA CTPAHUTE

Kaaysa 6
OnucaHne Ha obpaboTBaHeTO

NoapobHoCTHTE 3a onepauumTe No 0bpaboTBaHe, 1 Mo-
CMELIMAAHO KaTErOPUUTE AUUHM AHHU U LIEAWTE, 33 KOUTO

(b) These Clauses shall be read and interpreted in
the light of the provisions of Regulation (EU) 2016/679.

(©) These Clauses shall not be interpreted in a way
that runs counter to the rights and obligations provided
for in Regulation (EU) 2016/679 or in a way that
prejudices the fundamental rights or freedoms of the data
subjects.

Clause 4

Hierarchy

In the event of any conflict between these General Terms
and Conditions (GTC), the individual Order Form, and the
Data Processing Agreement (DPA), the Parties agree on
the following order of precedence:

[. The individually signed agreement or accepted
Order Form:

2. The Data Processing Agreement (DPA) — with
respect to all matters concemning the processing
and protection of personal data;

3. The General Terms and Conditions (GTC) —
with  respect to all other matters.
In the event of a conflict between expressly
agreed provisions in the agreement/Order Form
and these GTC, the expressly agreed provisions
shall prevail. With respect to personal data
processing, the DPA shall always prevail.

Clause 5

DPO- Data Protection Officer

The Processor ensures that all personnel involved in the
processing of personal data have been properly instructed
on data protection requirements and are bound by
appropriate confidentiality obligations.

The Processor has appointed a Data Protection Officer
who can be contacted by the Controller at: support@car-
data.bg.

SECTION Il — OBLIGATIONS OF THE PARTIES

Clause 6
Description of processing(s)

The details of the processing operations, in particular the
categories of personal data and the purposes of processing
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AMYHUTE  AdHHKM  Ce O6pa6OTBaT OoT WMETO Ha
AAMUNHNCTPATOPA, Ca NMOCOHEHN B NMPUAOXKEHKE I

Kaaysa 7
3aAbAKeEHMs Ha CTpaHUTe
7.1. YkazaHus

a) O6paboTBalWAT  AMUHWM  AaHHWM  0bpaboTea
AVUHUTE AGHHM CaMO MO AOKYMEHTMPaHO HapexaaHe Ha
AAMMHICTPATOPa, OCBEH KOraTO € AABXEH Ad Harpasu
ToBa CbrAacHO npaBoTo Ha Cblo3a MAM MPaBOTO Ha

AbPXaBa  UAeHKa, KOeTO Ce  MpuAara  CrpsiMo
obpaboTBalMsA  AMUHWM  AaHHW. B To3mM  cayuan
obpaboTBaWLmAT ANYHM AQHHM MHPOPMMPa

AAMUNHNCTPATOPAa 3a TOBa TPABHO W3MCKBAHE TPEAU
O6Pa6OTBaH6TO, OCBEH KOrato TOBa [paBO 3a6paH;|Ba
TaKoOBa I/IHCI)OpMVIpaHe Ha BaXXHW OCHOBaHMA OT I'I>/6/\I/I‘~ieH
MHTEPEC. AAMI/\HI/ICTpaTOpr MOXE Ad AdBa MNO-
HATaTbLUIHA YKa3aHus rnpes LeAns neprnoa Ha
O6pa6OTBaHe Ha AUMHUTE AdHHW. Tesu YKasaHurs BMHAru
CE€ AOKYyMEHTUMPAT.

6) O6paboTBalWAT  AMYHM  AQHHM  He3abaBHO
MHPOPMMPA AAMUHUCTPATOPA, aKO MPELIEHU, Ye AAAEHUTE
OT aAMWHWCTPAaToOpa YKasaHWs HapywasaT PeraameHT
(EC) 2016/679 wnam npuroxummTe pasnopeabun Ha
npaBoTo Ha Cblo3a MAK Ha AbpKaBa YAeHKa B ODAACTTa Ha
3almTaTa Ha AQHHUTE.

7.2. OrpaHuyeHue B paMKuTe Ha LieATa

O6paboTBaWAT AMYHKM  AaHHM 0BpaboTBa  AMYHWTE
AGHHM  CaMO 33  KOHkpeTHaTa(uTe) UueA(M) Ha
06paboTBAHETO, KAKTO € TMOCOYEHO B TMPUAOXKEHME |,
OCBEH KOraTO aAMMHUCTPATOPBT € AAA AOMBAHUTEAHU
yKasaHusi.

7.3. Cpok Ha 06paboTBaHETO Ha AUMHU AAHHM

O6paboTBaHe OT 06pabOTBALMS AMYHWM  A3HHW  Ce
V3BbPLLBA EAMHCTBEHO B CPOKa, MOCOYEH B MPUAOXEHME |.

7.4. CurypHocT Ha 06paboTBaHeTo

a) 3a Aa rapaHTVpa CUrypHOCTTa Ha AWYHUTE
AQHHK, 0OPabOTBALLMAT AUYHIM AGHHU MpKAAra Hait-MaAko
TEXHUYECKUTE 1 OPraHU3aLMOHHUTE MEPKM, NMPEABUAEHM
B CucTeMaTa 3a ynpaBAeHMe Ha WHPOPMALMOHHATa
curypHocT Ha , KAP AATA™ OOA, cepTdmumpaHa no
ISO/IEC 27001. ToBa BKkAIOUBA 3alLMTa Ha AAHHUTE CpelLLy
HapyLLeH1e Ha CUrYPHOCTTa, KOETO BOAM AO CAYHAHO MAK
HeNpaBOMEPHO  YHMWLIOXaBaHe,  3aryba,  MpOMsHa,

for which the personal data is processed on behalf of the
controller, are specified in Annex |.

Clause 7
Obligations of the Parties
7.1. Instructions

(@) The processor shall process personal data only
on documented instructions from the controller; unless
required to do so by Union or Member State law to which
the processor is subject. In this case, the processor shall
inform the controller of that legal requirement before
processing, unless the law prohibits this on important
grounds of public interest. Subsequent instructions may
also be given by the controller throughout the duration of
the processing of personal data. These instructions shall
always be documented.

(b) The processor shall immediately inform the
controller if, in the processor's opinion, instructions given
by the controller infringe Regulation (EU) 2016/679 /
Regulation (EU) 2018/1725 or the applicable Union or

Member State data protection provisions.

7.2. Purpose limitation

The processor shall process the personal data only for the
specific purpose(s) of the processing, as set out in Annex
[, unless it receives further instructions from the controller.

7.3. Duration of the processing of personal data

Processing by the processor shall only take place for the
duration specified in Annex |.

7.4. Security of processing

(@) In order to ensure the security of personal data,
the Processor shall apply at least the technical and
organisational measures established under the Information
Security Management System of “CAR DATA" Ltd,
certified under ISO/IEC 27001, This includes protection
against personal data breaches resulting in accidental or
unlawful  destruction, loss, alteration, unauthorised
disclosure of, or access to personal data.
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HepaspeLleHO pasKkpuBaHe Ha AAHHWTE MAU AOCTBI AC TAX
(HapyLLUeHMe Ha CUrYPHOCTTa Ha AMYHUTE AAHHMW).

ﬂpm OLeHKaTa Ha MOAXOAALWOTO HMBO Ha CUTYPHOCT

CTpaHnTE B3€MaT MNpeABMA AOCTMXEHMATA Ha
TEXHUNYECKMA  TMPOrpeC, pa3xXoAnTE  3a  TpUAdraHe,
€CTeCTBOTO, o6xaa‘ra, KOHTEKCTa 4 LeATa Ha

06paboTBAHETO U CBbp3aHNTE C 06paboTBAHETO PUCKOBE
3a CybeKkTUTE Ha AaHHW.

6) O6paboTBaMAT AMUHM AaHHW MPEAOCTaBA Ha
UAEHOBETE Ha CBOS MEPCOHAA AOCTBIM AO 06paboTBaHUTE
AMYHM  AGHHWM CaMO AO CTEMeHTa, KOATO € CTPOro
HEOOXOAVMA 33  WM3MBbAHEHWETO,  YMPABAEHMETO U
HabAloAeHMETO Ha AoroBopa. O6paboTBaWMAT AMYHM
AHHW  rapaHTVpa, Ye AMUATa, OMPaBOMOLLEHW Ad
06paboTBaT AMYHUTE AAHHM, CA MOEAWM aHrAKUMEHT 3a
MOBEPUTEAHOCT MAM Ca AABXKHM MO 3aKOH Aa CMassat
MOBEPUTEAHOCT.

7.5. YyBcTBUTEAHW A2HHU

Korato 06paboTBaHETO € CBBbP3aHO C AMYHW  AAHHW,
pasKpvBallM  PacoB  WAM  E€THUYECKM  MPOW3XOA,
NOAUTUYECKU BB3TAEAM, PEAUTUO3HU WA PUAOCODCKM
YOEKAEHUS MAM YAEHCTBO B CMHAMKAAHW OpraHu3aLimm,
FEHETUYHM AGHHW WAV OMOMETPUMUHM AQHHK 33 LeAUTE
EAVHCTBEHO Ha MAEHTUGULMPAHETO Ha PUBUUECKO AMLIE,
AAHHW 33 3APABOCAOBHOTO CBbCTOSHME WAWM AaHHM 3a
CEKCYaAHUA XMBOT WAM CeKCyaAHaTa OpMeHTaumst Ha
bU3NYECKOTO AULIE, MAU AQHHM, CBBP3aHU C MPUCBAM U
HapyweHns (,4yBCTBUTEAHM AaHHK'), obpaboTBawmsT
AVYHU AQHHW MpUAara CrneLmUUHK orpaHudeHns u/mnam
AOTMBAHUTEAHM FapaHLmu.

7.6. AOKyMeHTUpaHe U CbOTBETCTBUE

a) CTtpaHuTe TpsbBa Aa MoOraT Aa AoOKaxaT, ue
CMa3BaT 3aAbAKEHUATA CW MO HACTOALMTE KAQY3M.

6) O6paboTBalWAT  AMUHWM  AaHHWM  0bpaboTea
CBOEBPEMEHHO U MO  MOAXOASLMS  HauMH  BCUYKM
3anuTBaHUsA OT CTPaHa Ha aAMMHWCTPATOPa, CBBbP3aHM C
06paboTBaHETO Ha AGHHM B CbOTBETCTBUE C HACTOSLLMTE
KAQY3U.

B) O6paboTBaMAT AMUYHM AaHHW MPEAOCTaBA Ha
aAMMHKCTpaTOpa UsiAaTa MHGOpMaLMs, HEOOXOAMMA 3a
AOKa3BaHe Ha CrasBaHeTO Ha 3aABAKEHUSATa, MOCOYEHN B
HaCTOALLMTE KAQY3M M MPOM3TUYALLM MPSiKO OT PeraameHT
(EC) 2016/679. [lo wuckaHe Ha aAMMHWUCTPATOPa
06paboTBALMAT ANUHM AGHHM MO3BOASBA U AOMPUHACA 33
V3BbPLLUBAHETO Ha OAUTU Ha OOXBaHATUTE OT HACTOSALMTE
KAQy3W  AeMHOCTM Mo  obpaboTBaHe Ha  pasymHu
MHTEPBaAM MAM aKO MMa OCHOBaHME Ad Ce CMSATa, Ye e
HaAvle HecrnassaHe. KoraTo B3ema pelleHve 3a

When determining the appropriate level of security, the
Parties shall take into account the state of the art, the costs
of implementation, the nature, scope, context and
purposes of processing, as well as the risks of varying
likelihood and severity to the rights and freedoms of data
subjects associated with the processing.

(b) The processor shall grant access to the personal
data undergoing processing to members of its personnel
only to the extent strictly necessary for implementing,
managing and monitoring of the contract. The processor
shall ensure that persons authorized to process the
personal data received have committed themselves to
confidentiality or are under an appropriate statutory
obligation of confidentiality.

7.5. Sensitive data

If the processing involves personal data revealing racial or
ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, genetic data or
biometric data for the purpose of uniquely identifying a
natural person, data conceming health or a person’s sex
life or sexual orientation, or data relating to criminal
convictions and offences (“‘sensitive data”), the processor

shall apply specific restrictions and/or additional
safeguards.

7.6 Documentation and compliance

(@) The Parties shall be able to demonstrate

compliance with these Clauses.

(b) The processor shall deal promptly and
adequately with inquiries from the controller about the
processing of data in accordance with these Clauses.

(©) The processor shall make available to the
controller all information necessary to demonstrate
compliance with the obligations that are set out in these
Clauses and stem directly from Regulation (EU) 2016/679.
At the controller's request, the processor shall also permit
and contribute to audits of the processing activities
covered by these Clauses, at reasonable intervals or if
there are indications of non-compliance. In deciding on a
review or an audit, the controller may take into account
relevant certifications held by the processor.
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M3BbPLUBAHE HA MPOBEPKA WAV OAUT, AAMMHNCTPATOPLT
MOX€ Aa B3EME TPEABMA CbOTBETHUTE CepTl/IqDI/IKaTM,
npuTeEXaBaH OT O6pa6OTBaLLI,I/IFl AMYHN AQHHW.

r AAMUHUCTPATOPBT MOXE Aa M30epe A M3BBPLLM
OAMTA CaM WAV A3 YMBbAHOMOLLM HE3ABUCKHM OAUTOP.
OpaUTUTE MOraT Aa BKAIOUBAT MPOBEPKW B MOMELLEHUATa
VA PUBMUECKUTE CbOPBXEHUS Ha 0OPabOTBALLMSA AUUHM
AQHHM U, KOTaTO e LeAecbobpasHo, Ce W3BbplBAaT C
pa3yMHO MpeAun3BecTHe.

A) [Npu1  nouckeaHe  CTpaHWUTe  MPeAOCTaBAT
vHbOpMaLWATA, MNOCOYeHa B HacToswWwaTa  KAdy3a,
BKAIOUMTEAHO pe3yATaTuTe oT oAUTY, Ha

KOMMeTeHTHUA(MTE) Haa3opeH(HW) opraH().

7.7. WsnoassaHe Ha 06paboTBaM AUYHU  AaHHU
MOAU3MTBAHUTEAU

a) OBLLO MMCMEHO PA3PELLIEHME:
O6paboTBaLMAT AUUYHM AQHHW MMa OOLLOTO paspelleHne
Ha aAMMHUCTPaToOpa Aa BKAIOYBA OOPabOTBALLM AUUHM
AAHHW  MOAMBIMBAHWUTEAM — OT  CbrAaCyBaH  CMUCDBK.
O6paboTBaWMAT AMHYHM  AQHHM  M3PUYHO  YBEAOMSBA
MMCMEHO  aAMMHWCTPATOpa 33  BCMMYKM  MAGHUPaHu
MPOMEHM B TO3W CMUCbK Ype3 AODaBsHE WMAWM 3aMmsiHa Ha
06paboTBaLLM AUYHU AGHHU MOAMSMTBAHUTEAN HalA-MaAKo
7 AHW MpeABapUTEAHO, KaTO MO TO3M HauMH AdBa Ha
AAMMHICTPATOPa Ha AUYHU AQHHKM AOCTATBUHO BPEME, 32
A3 MOXe A3 Bb3pasu Cpelly TakvBa MPOMEHU Mpeaw
BKAIOYBAHETO Ha 00OpaboTBaLMA(MTE) AMYHM  AQHHM
noAm3mbAHUTEA(M).  O6paboTBALMAT — AMUHM  AQHHM
MPEAOCTaBs  Ha  aAMMHUCTpaTopa  HeobXxoaumaTa
MHPOPMALWS, 33 AQ MOXE aAMUHWUCTPATOPBLT Ha AUYHK
AQHHW AQ YTMIPXKHU NMPABOTO C1 Ha Bb3PaXeHUe.

6) Korato 06paboTBalLMAT AUUHW AGHHKM BKAIOYBA
06paboTBalll AMYHWM AGHHU MOAM3MBAHWUTEA, KOWUTO Aad
M3BBPLLIBA CMELMPUUHM AEMHOCTM Mo obpaboTBaHe (OT
MMETO Ha aAMUHMCTpPaTopa), TOW MpaBM ToBa 4pes
AOTOBOP, C KOWTO Ha 0OOpaboTBAMA AMYHM  AdHHM
MNOAM3MBAHWTEA CE HaAaraT Mo  CblIECTBO  CblMTE
3aABAKEHMS 32 3allMTa Ha AGHHUTE, KaKTO 3aAbAXEHUATA,
NPEABMAEHM B HACTOSILMTE KAQY3M MO OTHOLIEHME Ha
0b6paboTBaLMA AMUHU  AaHHW. OBpaboTBALMAT AUYHK
AQHHW OCUrypsiBa CrasBaHeToO OT 0b6paboTBALLMA AUYHY
AAHHM  MOAM3MBAHUTEA  Ha  3aAbAXKEHMsTA  Ha
06paboTBalMA  AMYHWM  AQHHWM  CBIAACHO  HAaCTOSLMTE
kAay3u 1 PernamenT (EC) 2016/679.

B) O6paboTBaMAT AMUYHM AaHHW MPEAOCTaBA Ha
AAMMHICTPATOpa MO HEroBO MWcKaHe Komme OT ToBa
cropasymeHre ¢ 0bpaboTBAlLMA  AWHMHU  AGHHM
MNOAMMBAHUTEA M BCWYKM  HEFOBM  MOCAEABALLM
M3meHeHns. Ao CTeneHTa, HEOOXOAMMA 3a 3alUMTa Ha
TbProBcka TaliHa WAWM Apyra MOBEpUTEAHa MHbOPMaLMS,
BKAIOYMTEAHO AUUHM AAHHM, 0OPabOTBALLMAT AUUYHU AQHHM

(d) The controller may choose to conduct the audit
by itself or mandate an independent auditor. Audits may
also include inspections at the premises or physical facilities
of the processor and shall, where appropriate, be carried
out with reasonable notice.

(e) The Parties shall make the information referred
to in this Clause, including the results of any audits,
available to the competent supervisory authority/ies on
request.

7.7. Use of sub-processors

a) GENERAL WRITTEN AUTHORISATION: The
processor has the controller's general authorisation for the
engagement of sub-processors from an agreed list. The
processor shall specifically inform in writing the controller
of any intended changes of that list through the addition
or replacement of sub-processors at least 7 days in
advance, thereby giving the controller sufficient time to be
able to object to such changes prior to the engagement of
the concerned sub-processor(s). The processor shall
provide the controller with the information necessary to
enable the controller to exercise the right to object.

(b) Where the processor engages a sub-processor
for carrying out specific processing activities (on behalf of
the controller), it shall do so by way of a contract which
imposes on the sub-processor, in substance, the same data
protection obligations as the ones imposed on the data
processor in accordance with these Clauses. The
processor shall ensure that the sub-processor complies
with the obligations to which the processor is subject
pursuant to these Clauses and to Regulation (EU)
2016/679

(©) At the controller’s request, the processor shall
provide a copy of such a sub-processor agreement and
any subsequent amendments to the controller. To the
extent necessary to protect business secret or other
confidential information, including personal data, the
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MOX€E Ad PEAAKTUMPa TEKCTa Ha CroOpa3syMEHWETO, MpeAn
Ad CMNOAEAM HETOBO KOrMeE.

r O6paboTBaMAT AUYHU AGHHM HOCK MbAHATA
OTTOBOPHOCT MPEA aAMUMHWUCTPATOPa 3a U3MbAHEHUETO
Ha 3aAbAXeHMsiTa Ha o6paboTBallMs  AMYHK - AQHHM
NOAM3MBAHWUTEA MO HErOBUS ACrOBOP C 0OpaboTBaLLMs
AMUHU paHHKU. OB6paboTBaLMAT AUUHM AGHHU YBEAOMSIBA
AAMMHICTPATOPa 3a BCSKO HEU3MbAHEHWE OT CTpaHa Ha
06paboTBalMA  AMYHM  AGHHWM  MOAM3IMBAHWUTEA  Ha
AOTOBOPHUTE MY 33ABAXKEHMS.

A) O6paboTBalWAT AMYHM  AGHHW  AOTOBapst C
06paboTBaLMA AVYHKM AGHHW MOAM3MBAHUTEA KAQY3a 3a
TpeTW CTpaHW GeHeduUMepH, MO CHMAATa Ha KOSTO, B
CAyYal ye 06paboTBAWMAT AMYHU AAHHM € M3YE3HAA
dakTuyeckMn  MAM e mpecTaHaA A3 CblUeCTBYBa
IOPUAMYECKK, WAM € U3MapHaA B HECBCTOSTEAHOCT,
AAMMHUCTPATOPLT MMa MpaBo Ad MPeEKpaTVt AOrOBOPa C
06paboTBaLMA AUYHM AQHHW MOAMSTBAHUTEA M AR MY
AJAE YKA3aHWS A3 M3TPUE UAM BBPHE AUYHUTE AAHHM.

7.8. MexAyHapoAHO MpeaaBaHe Ha AAHHM

a) Bcsko mpeaaBaHe Ha AaHHM Ha TpeTa AbpxaBa
WAM  MEXAYHapOAHa OpraHusauMs oT obpaboTsalms
AVUHU AQHHK Ce U3BBbPLUBA EAMHCTBEHO Bb3 OCHOBAa Ha
AOKYMEHTUPAHW YKa3aHust OT aAMUHUCTPATOPA MAM C LIEA
M3MbAHEHWE Ha KOHKPETHO U3MCKBaHE CbrAaCHO MpaBoOTO
Ha Cblo3a WAM MPaBOTO Ha AbpXaBa YAEHKa, KOETO ce
npuAara Crpsmo o6paboTBalLMA AMYHWM AGHHM, WU Ce
13BbPLLBA B CboTBeTCTBME C rAaBa V oT PeraameHT (EC)
2016/679 nan PernamenT (EC) 2018/1725.

6) AAMUHUCTPATOPBT — MpWEMa,  Y4e  KOraTto
00paboTBALMAT AMYHM  AQHHM BKAIOYBA OOpaboTBalll
AVUHU AGHHU MOAUBITBAHWUTEA B CbOTBETCTBUE C KAdy3a 7.7
3a M3BbPLLUBAHE Ha KOHKPETHM AEMHOCTM MO 0bpaboTBaHe
(OT UMETO Ha aAMUHUCTPATOpa) U TE3N AEMHOCTM Mo
0bpaboTBaHe BKAIOYBAT MPEAABaHE Ha AMUHW AHHM MO
cMmcbAa Ha raaea Vo oT Peraament (EC) 2016/679,
06paboTBALUMAT AUYHM AAHHW M OOPabOTBALLMAT AUHHM
AQHHW MOAV3MBAHUTEA MOTaT Ad rapaHTUPaT CrasBaHeTo
Ha rAaBa V oT PernamenT (EC) 2016/679, kaTo M3noAssat
CTaHAAPTHWM AOTOBOPHU KA@y3u, mpueTn oT KomucusTa
Bb3 OCHOBA Ha YAeH 46, naparpad 2 ot PeraameHT (EC)
2016/679, npu ycAoBKE Ye YCAOBMSTA 33 WM3MOA3BaHE Ha
TE3M CTaHAAPTHM AOTOBOPHM KAAY3U Ca U3MTbAHEHU.

Kaaysa 8
OkasBaHe Ha CbAEMCTBUE Ha aAMMHUCTPaTOopa

a) O6paboTBaMAT AMYHM AAHHM CBOEBPEMEHHO
YBEAOMSIBa aAMMHMCTPATOPA 3a BCAKO UCKaHe, KOETO e
MOAYUMA OT CYOEKT Ha AaHHW. TOM He OTroBaps caM Ha

processor may redact the text of the agreement prior to
sharing the copy.

(d) The processor shall remain fully responsible to
the controller for the performance of the sub-processor’s
obligations in accordance with its contract with the
processor. The processor shall notify the controller of any
failure by the sub-processor to fulfil its contractual
obligations.

(e) The processor shall agree a third party
beneficiary clause with the sub-processor whereby - in the
event the processor has factually disappeared, ceased to
exist in law or has become insolvent - the controller shall
have the right to terminate the sub-processor contract
and to instruct the sub-processor to erase or retumn the
personal data.

7.8. International transfers

(@) Any transfer of data to a third country or an
international organisation by the processor shall be done
only on the basis of documented instructions from the
controller or in order to fulfil a specific requirement under
Union or Member State law to which the processor is
subject and shall take place in compliance with Chapter V
of Regulation (EU) 2016/679 or Regulation (EU)
2018/1725.

(b) The controller agrees that where the processor
engages a sub-processor in accordance with Clause 7.7.
for carrying out specific processing activities (on behalf of
the controller) and those processing activities involve a
transfer of personal data within the meaning of Chapter V
of Regulation (EU) 2016/679, the processor and the sub-
processor can ensure compliance with Chapter V of
Regulation (EU) 2016/679 by using standard contractual
clauses adopted by the Commission in accordance with of
Article 46(2) of Regulation (EU) 2016/679, provided the
conditions for the use of those standard contractual
clauses are met.

Clause 8
Assistance to the controller

(@) The processor shall promptly notify the
controller of any request it has received from the data
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TOBa WCKAHE, OCBEH aKO He 6bAe OripaBoMoLleH oT
aAMUNHMCTPATOPA.

6) O6paboTBalWAT  AMUHWM  A3HHWM  NOAMNOMara
AAMWHWUCTPATOpa  MPU  U3MBAHEHMETO Ha HEroBWTe
3aABAKEHMS Ad OTrOBaps Ha UCKaHMsATa Ha CybekTUTe Ha
AQHHW BbB BPb3Ka C YMNPaXHABAHETO Ha MpaBaTa 1M, KaTo
B3eMa MpeABMA €CTecTBOTO Ha obpaboTsaHeTo. [lpu
M3MbAHEHMETO Ha 3aAbAXEHWSTA CU B CbOTBETCTBME C
bykBn a) 1 6) 0BpabOTBALMAT AMYHM AAHHW Cria3sa
yKasaHWATa Ha aAMMHUCTPATOpPa.

B) B AOMbAHEHME  KbM  33aABAKEHUMETO  Ha
obpaboTBalMA  AMMHM  AQHHM A3 MOAMOMara
AAMUHMCTPaTOpa  CbrAacHO  KAaysa 8, Oyksa 6),
obpaboTealmAT AVYHM AQHHM noanomara
AAMMHWCTPATOpa M 33  CMasBaHETO Ha  CAEAHWTE
33aABAKEHMS, KaTO B3eMa MPeABMA EeCTECTBOTO  Ha
06paboTBaHeTO U MHPOPMALWATA, C KOSTO pasroAara
06paboTBALMAT AUUHW AAHHM:

(1) 3aabAkeHVETO 33  M3BbplBaHE Ha
OLiEHKa Ha Bb3AEVCTBMETO Ha MPEABUAEHUTE
AEMHOCTU Mo obpaboTBaHe BbPXY 3allMTaTa
Ha  AMUHMTE  AaHHM  (,0leHKa  Ha
Bb3AEICTBMETO  BbPXY  3allMTaTa  Ha
AQHHWTE"), KOraTo MMa BEPOSTHOCT AaAeH
BMA 0OpaboTBaHE Aa AOBEAE AO BUMCOK PUCK
3a mpasaTa M cBoboauTe Ha du3MUecKkUTE
AVILLE;

(2) aAMMHWUCTPATOPBT Ce KOHCYATWMPA C
KOMMETEHTHUA(MTE) Haa3opeH(HM) opraH(m)
npean 0bpaboTBaHETO, KOraTo OLieHKaTa Ha
Bb3AEIMCTBMETO BbPXY 3allMTaTa Ha AaHHUTE
nokaxe, Ye 0O6pabOTBaHETO Lle MOPOAK
BUCOK PUCK, aKO aAMUHWUCTPAaTOPBbT He
MPEeANpPUEME MEPKM 33 OrpaHMYaBaHe Ha
pUCKa;

(3) 3aAbAKEHMETO Ad Ce rapaHTupa, ue
AVHHUTE AGHHM Ca TOYHWM U aKTYaAHM, KaTo
00paboTBALMSAT AUYHW AGHHW MHGOPMMPA
He3ab6aBHO aAMUHUCTPATOPa, KOraTo y3Hae,
Ye AMYHUTE AaHHM, KouTO 0bpaboTBa, Ca
HETOMHM WA Ca OCTapeAw;

(4) 3asbakeHWATA MO uAeH 32 OT
PeraamenT (EC) 2016/679

r) CTpaHuTe Ce CbrAacsiBart, 4e MPUAOKUMUTE TEXHUHECKM
1 OpraHM3aLMOHHM MEPKM Ce MpuAaraT B CbOTBETCTBUE
cbc Cuctemarta 3a ynpaBaeHWe Ha WMHbOPMaLMOHHATA
curypHocT Ha , KAP AATA™ OOA, cepTdmumpaHa no
ISO/IEC 27001. Ype3s Tasm cuctema obpaboTBawmsT
AAHHM  OCUrypsiBa  HEOBXOAMMOTO — CbAEWCTBME  Ha

subject. It shall not respond to the request itself, unless
authorised to do so by the controller.

(b) The processor shall assist the controller in
fulfilling its obligations to respond to data subjects’
requests to exercise their rights, taking into account the
nature of the processing. In fulfilling its obligations in
accordance with (a) and (b), the processor shall comply
with the controller’s instructions

(©) In addition to the processor's obligation to assist
the controller pursuant to Clause 8(b), the processor shall
furthermore assist the controller in ensuring compliance
with the following obligations, taking into account the
nature of the data processing and the information available
to the processor:

(1) the obligation to «carry out an
assessment of the impact of the envisaged
processing operations on the protection of
personal data (a ‘data protection impact
assessment’) where a type of processing is
likely to result in a high risk to the rights and
freedoms of natural persons;

(2) the obligation to consult the competent
supervisory authority/ies prior to processing
where a data protection impact assessment
indicates that the processing would result in a
high risk in the absence of measures taken by
the controller to mitigate the risk;

(3) the obligation to ensure that personal
data is accurate and up to date, by informing
the controller without delay if the processor
becomes aware that the personal data it is
processing is inaccurate or has become
outdated;

(4) the obligations in Article 32 Regulation
(EU) 2016/679/

(d) The Parties agree that the applicable technical
and organizational measures shall be implemented in
accordance with the Information Security Management
System of “CAR DATA" Ltd, certified under ISO/IEC
27001. Through this system, the Processor shall provide
the necessary assistance to the Controller in fulfilling its
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AAMUHNCTPATOPA MpU U3MBbAHEHMETO Ha 3aAbAKEHWATA
MO HACTOAWATa KAdY3ad, BKAIOYUTEAHO MO OTHOLWEHNE Ha
obxBaTa 1 CTeneHTa Ha HeO6XOAI/IMaTa NMOoMOLL..

Kaaysa 9

VBepoMsiBaHe 3a HapylweHne Ha CUrypHOCTTa Ha
AMYHUTE AaHHU

B cAyualt Ha HapylleHue Ha CUrypHOCTTA Ha AMYHUTE
AQHHW 0OPabOTBALMAT AMYHU AGHHU CU CBTPYAHWUUM C
AAMMHICTPATOPa U rO MoAMoMara npu U3MbAHEHUETO Ha
33AbAKEHMSATa My MO YAeHoBe 33 1 34 oT PernameHT (EC)
2016/679, KoraTto e MpUAOXMMO, KaTO B3EMa MPEABMA
eCcTecTBOTO Ha 0b6bpaboTBaHETO U WMHPOPMALMATa, C
KOSTO pasnoAara 06pabOTBALLMAT AUUHK AGHHM.

9.1 HapylueHue Ha cuMrypHOCTTa Ha AUMHUTE AAHHU BbB
Bpb3ka C  AMYHM  AaHHM, ob6paboTBaHM  OT
aAMUHUCTpaTopa

B cayualt Ha HapylleHwe Ha CUIypHOCTTa Ha AMMHWUTE
AQHHM BBB BPb3Ka C AMYHM AaHHK, oBpaboTBaHM OT

aAMUHKUCTpaTOpa,  0OpaboTBAWMAT — AMYHM  AGHHM
noAromara aAMMHICTpaTopa:
a) 32 YBEAOMsiBaHE Ha  KOMMeTeHTHMA(MTE)

HaasopeH(HW) opraH(1) 3a HapyLUIEHNETO Ha CUIYpHOCTTa
Ha AWYHUTE AaHHKM Be3 HeHyHO 3abaBsHe, CAeA KaTo
AAMWMHWCTPATOPBLT — Y3Hae 33  Hero, Korato e
MPUAOXKUMO/(OCBEH aKO He CblUECTBYBA BEPOSTHOCT
HapyLIEHNETO Ha CUIYPHOCTTA Ha AUMYHUTE AaHHU Ad
MOPOAM PUCK 3a MpaBaTa W CBOBOAWUTE Ha usMieckuTe
AML);

6) 33 MOAYYaBaHe Ha CAeAHaTa MHPOPMaLMS, KOSTO
CbrAacHO uaeH 33, maparpad 3 oT Peraament (EC)
2016/679 ce nocouBa B YBEAOMAEHWETO  OT
AAMUHICTPATOPA, 1 BKAIOUBA Hal-MaAKo:

(1) ecTtecTBOTO Ha  AMYHWUTE  AQHHMW,
BKAIOYMTEAHO, KOraTo TOBa € Bb3MOXHO,
KaTeropuuTe U MPUOAUSUTEAHUAT Opoi Ha
3acerHaTuTe  CyOGekTM  Ha  AGHHWM WU
KaTeropuuTe U MPUOAUSUTEAHUAT Opoi Ha
3acCerHaTUTe 3armcK Ha AMYHU AQHHU;

(2) eseHTyanHWTE NOCAEANLIM oT
HapyLeHWETO Ha CUIYPHOCTTAa Ha AWYHUTE
AQHHY;

(3) nNpeAnpYETUTE AU MPEANOXEHUTE OT
aAMWHWCTPaTOpa MepKM 3a CripaBsHe ¢
HapyLeHWETO Ha CUrYPHOCTTa Ha AWYHUTE
AQHHW, BKAIOUMTEAHO MO LieAeCbobpasHOCT

obligations under this clause, including with respect to the
scope and extent of the required support.

Clause 9

Notification of personal data breach

In the event of a personal data breach, the processor shall
cooperate with and assist the controller for the controller
to comply with its obligations under Articles 33 and 34
Regulation (EU) 2016/679, where applicable, taking into
account the nature of processing and the information
available to the processor.

9.1 Data breach concerning data processed by the
controller

In the event of a personal data breach concerning data
processed by the controller, the processor shall assist the
controller:

(@) in notifying the personal data breach to the
competent supervisory authority/ies, without undue delay
after the controller has become aware of it, where
relevant/(unless the personal data breach is unlikely to
result in a risk to the rights and freedoms of natural
persons);

(b) in obtaining the following information which,
pursuant to Article 33(3) Regulation (EU) 2016/679/, shall
be stated in the controller's notification, and must at least
include:

(1) the nature of the personal data including
where  possible, the categories and
approximate number of data subjects
concemed and the categories and
approximate number of personal data
records concerned;

(2) the likely consequences of the personal
data breach;

(3) the measures taken or proposed to be
taken by the controller to address the
personal data breach, including where
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MEPKM 3a HaMaAABaHE Ha EBEHTYaAHUTE
He6/\aI'OI'Ipl/19|THI/I nocAeAMLN.

KoraTo M AOKOAKOTO He € Bb3MOXHO LdAAaTa
vHbOpMaLWs A3 Ce  MOAGAE  EAHOBPEMEHHO,
MbPBOHAYAAHOTO YBEAOMAEHME CbAbPXKa MHbOPMALWATA,
KOATO € HaAMdyHa KbM MOMEHTa, a AOMbAHMTEAHATA
VHbOPMALYIA Ce MPEAOCTaBA BIOCAEACTBME, KOTaTO CTaHe
HaAMYHa, 6e3 HEHYXHO 3abaBsiHe;

B) 33 M3MbAHEHWE, B CbOTBETCTBME C YAeH 34 oT
Pernament (EC) 2016/679, Ha 3aabakeHVETO 3a
YBEAOMSIBAaHE Ha CyOekTa Ha AaHHW 3a HapyLEHWETO Ha
CUMYPHOCTTA Ha AMYHWUTE AHHU Oe3 HeHyxXHO 3abaBsHe,
KOraTo MMa BEPOSTHOCT HapYLUIEHWETO Ha CUIYpPHOCTTA
Ha AVUHWTE ABHHU A3 MOPOAM BMCOK PWCK 3a Mpasata M
CBOOOAMTE Ha PU3NUECKMTE AMLIA.

9.2 HapylueHue Ha cUrypHOCTTa Ha AMMHUTE AGHHW BbB
BPb3Ka C AMYHU AaHHK, 06paboTBaHu OoT o6paboTBalms
AVIUHU ABHHM

B cAyual Ha HapyLueHVe Ha CUrypHOCTTa Ha AQHHWTE BbB
BPb3Ka C AMYHWM AaHHW, 06paboTBaHM OT 06paboTBaLLWS
AVUHU A3HHKM, 0BPabOTBALLMAT AMYHM AQHHK YBEAOMSIBA
aAMMHKUCTpaTopa 6e3 HeHy)HO 3abaBsHe, CAeA KaTo
y3Hae 3a HapyLLEHMETO. YBEAOMAEHMETO CbAbPXa Hal-
MaAKO!

a) onMcaHWe Ha ecTecTBOTO Ha HapylleHWeTo
(BKAIOUMTEAHO, KOTaTO € Bb3MOXHO, KaTeropuuTe W
NPUOAM3UTEAHMSAT Opol Ha 3acerHaTuTe CybekTV Ha
AQHHW 1 Ha 3acerHaTuTe 3arnmcK Ha AUUHN AaHHW);

6) KOOPAMHATUTE Ha TOYKATA 3d KOHTAKT, OT KOATO
MOXE Aad 6bAe MOAY4Y€Ha rnoee4e I/IHq)OpMaLI,I/Iﬂ OTHOCHO
HapyLWEHNETO Ha CUIMYPHOCTTA Ha AUYHUTE AdHHW,

B) EBEHTYAAHNTE MOCACAVLIN N TIDEANPUETUTE NAN
NMPEANOXKEHNTE MEPKM 3a CrpaBAHE C HAPYWEHNETO,
BKAIOYMTEAHO 3a HaMaAABaHE Ha EBEHTYaAHUTE
He6/\aI'OI'IpI/IF|THI/I MOCAEAMLN OT HEro.

KoraTo 1 AOKOAKOTO He € Bb3MOXHO LdAAaTa
vHbOpMaLWs A3 CeE  MOAGAE  EAHOBPEMEHHO,
MbPBOHAYAAHOTO YBEAOMAEHME ChAbPXKa MHbOPMALWATA,
KOATO € HaAMdyHa KbM MOMEHTa, a AOMbAHMTEAHATA
MHbOPMALYIA Ce MPEAOCTaBA BIOCAEACTBME, KOTaTO CTaHe
HaAMYHa, 6e3 HEHYXHO 3abaBsiHe;

CTpaHuTe ce CbrAacsiBaT, Ye BCUUKU AEVCTBUS, CBbP3aHU
C OTKpMBaHe, AOKAGABAHeE W YrpaBAEHME Ha MHLMAEHTU C
AMYHU  AQHHK, Ce WK3BBbPLWBAT B CbOTBETCTBME CbC
ceptudmumparata no ISO/IEC 27001 cuctema 3a
yrpaBAeHVe Ha WMHGOPMaLMOHHaTa curypHocT Ha , KAP
AATA" OO/,  BKAIOUMTEAHO — MpoleasypuTe  3a

appropriate, measures to mitigate its possible
adverse effects.

Where, and insofar as, it is not possible to provide all this
information at the same time, the initial notification shall
contain the information then available and further
information shall, as it becomes available, subsequently be
provided without undue delay.

(©) in complying, pursuant to Article 34 Regulation
(EU) 2016/679 with the obligation to communicate
without undue delay the personal data breach to the data
subject, when the personal data breach is likely to result in
a high risk to the rights and freedoms of natural persons.

9.2 Data breach concerning data processed by the
processor

In the event of a personal data breach concerning data
processed by the processor, the processor shall notify the
controller without undue delay after the processor having
become aware of the breach. Such notification shall
contain, at least:

(@) a description of the nature of the breach
(including, where possible, the categories and approximate
number of data subjects and data records concerned);

(b) the details of a contact point where more
information concerning the personal data breach can be
obtained:

(©) its likely consequences and the measures taken
or proposed to be taken to address the breach, including
to mitigate its possible adverse effects.

Where, and insofar as, it is not possible to provide all this
information at the same time, the initial notification shall
contain the information then available and further
information shall, as it becomes available, subsequently be
provided without undue delay.

The Parties agree that all activities related to the detection,
reporting, and management of personal data breaches
shall be carried out in accordance with the ISO/IEC
27001 -certified Information Security Management System
of “CAR DATA” Ltd., including procedures for reporting,
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AOKAAABaHe, aHaAM3, peakLMs U YBEAOMSIBAHE CbIAACHO YA.
33 1 34 ot PeraamenT (EC) 2016/679.

PA3AEA [l — 3AKAIOYUTEAHIN PASMOPEABA

Kaaysa 10
HecnassaHe Ha kAay3auTe M NpekpaTsaBaHe

a) bes aa ce 3acarat pasnopeabuTte Ha PeraameHT
(EC) 2016/679, B cAyuait ye 06paboTBALLMAT AUUYHM AAHHM
HapylM 3aAbAKEHMSTa CM MO HACTOSLWMTE  KAQY3M,
AAMMHUCTPATOPLT  MOXE Ad  AAA€  YKasaHWa  Ha
06paboTBALLMSA AMYHWM AGHHU Aa CNpe 06paboTBaHETO Ha
AMYHU  AGHHW, AOKAaTO MOCAEAHUST HE W3MbAHU Te3w
KAQY3W WAM AOKaTO AOrOBOpPbT He Obae MpekpaTeH.
O6paboTBALLMSAT AUYHU AAHHWM CBOEBPEMEHHO YBEAOMSIBA
AAMMHWUCTPATOPa, ako He e B CbCTOsHME Aa Crassa
HaCTOALLMTE KAQY3M, HE3aBMCUMO OT MpUUMHATA.

6) AAMUHUCTPATOPBT MMa MpaBO Ad MpekpaTy
AOTOBOPA, AOKOAKOTO TOW Ce OTHacs A0 06paboTBaHETO
Ha AMUHM AGHHU CBIAACHO HACTOSLLMTE KAAy3W, KOraTo!

(h AAMUHUCTPATOPBT e cnpsA
06paboTBaHETO Ha AMYHWM AGHHM OT CTpaHa Ha
06paboTBALLMS AUUHU AQHHU CbrAaCHO OYKBa a) U
CMasBaHeTO Ha HacTOAWMTE KAdy3U He e
Bb3CTAHOBEHO B pasymMeH CPOK, WU BbB BCEKM
CAYYait B CPOK OT EAMH MeCeL, OT CMUPaHETO;

(2) obpaboTBaWmsAT AMYHM AHHM
CbLUECTBEHO ~ WAM  CUCTEMHO  HapyllaBa
HaCTOSALLMTE KAQy3M WMAM  3aAbAKEHMSTA U

cbraacHo PeraamenT (EC) 2016/679.

(3) 06paboTBALMAT AMYHM AGHHM He ce
Cbobpasyt CbC  3aABAKUTEAHO  pelleHue  Ha
KOMMETEHTEH  CbA  WAM  KOMMETEHTeH(M)
Haa3opeH(HW) opraH(M) No OTHOLWeHWe Ha

3aABAKEHMATA CM MO HACTOSALLMTE KAQY3W WA MO
Pernament (EC) 2016/679.

B) O6paboTBaMAT AMYHM AAHHM MMa MPaBO Ad
MpeKkpaTu AOTOBOPa, AOKOAKOTO TOM Ce OTHacs AO
06paboTBaHETO Ha AMYHW AGHHW CbIAACHO HaCTOSILMTE
KAQy3W, aKO, CAEA KaTo € MHMOPMMPaA aAMUHUCTPATOPa,
Ye HEroBUTE YKas3aHWA HapyLIaBaT MPUAOKUMUTE MPaBHU
M3WUCKBaHWS B CbOTBETCTBME C kAay3a /.1, Oykea 0),
AAMMHKCTPATOPBT HACcTOSBA 3a Cra3BaHe Ha yKasaHUsTa.

r Chrep MpeKpaTsBaHETO Ha  Aoroeopa
00paboTBALMAT ~ AMYHM  AaHHKW, MO M30bOp  Ha
AAMWMHWUCTPATOPa,  3aAMYaBa  BCUYKM  AMYHU - AaHHM,
0bpaboTBaHK OT WMETO Ha aAMMHUCTPaToOpa, U

analysis, response, and notification in compliance with
Articles 33 and 34 of Regulation (EU) 2016/679.

SECTION Il — FINAL PROVISIONS

Clause 10
Non-compliance with the Clauses and termination

(@) Without prejudice to any provisions of
Regulation (EU) 2016/679, in the event that the processor
is in breach of its obligations under these Clauses, the
controller may instruct the processor to suspend the
processing of personal data until the latter complies with
these Clauses or the contract is terminated. The processor
shall promptly inform the controller in case it is unable to
comply with these Clauses, for whatever reason.

(b) The controller shall be entitled to terminate the
contract insofar as it concerns processing of personal data
in accordance with these Clauses if:

(1) the processing of personal data by the
processor has been  suspended by the
controller pursuant to point (a) and if
compliance with these Clauses is not restored
within a reasonable time and in any event
within one month following suspension;

(2) the processor is in substantial or
persistent breach of these Clauses or its
obligations under Regulation (EU) 2016/679
and/or Regulation (EU) 2018/1725;

(3) the processor fails to comply with a
binding decision of a competent court or the
competent supervisory authority/ies
regarding its obligations pursuant to these
Clauses or to Regulation (EU) 2016/679
and/or Regulation (EU) 2018/1725.

(©) The processor shall be entitled to terminate the
contract insofar as it concerns processing of personal data
under these Clauses where, after having informed the
controller that its instructions infringe applicable legal
requirements in accordance with Clause 7.1 (b), the
controller insists on compliance with the instructions.

(d) Following termination of the contract, the
processor shall, at the choice of the controller, delete all
personal data processed on behalf of the controller and
certify to the controller that it has done so, or, return all
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YAOCTOBEPSIBA Ha aAMMHUCTPATOPA, Ye € HampasWA TOBR,
VAU BPbBLLUA BCUYKU AUYHU AAHHWM Ha aAMUHWCTPATOpa M
3aAM4aBa CbLIECTBYBALLMTE KOMUA, OCBEH ako MpaBoToO Ha
Chio3a MAM MPaBOTO Ha AbpXaBa YAEHKA HE W3KCKBa
CbXpaHEHUE Ha AMYHUTE AAHHU. AOKATO AaHHWTE He
6bAAT 33aAMHEHM WAM BbPHATK, OOPabOTBAWMAT AMYHK
AHHU MPOAbAXABA Ad OCWUIypsiBa CMasBaHETO Ha
HACTOSALLMTE KARY3M.

[0.1. To oTHolWeHMe Ha AMYHUTE AaHHKUTE, KouTo "Kap
aata" OOA obpaboTsa B Ka4ecTBOTO CU Ha
06paboTBaLl AUYHUTE AGHHW W TV € MPEAOCTABMA 33
obpaboTBaHe Ha "ObpaboTealy” kKaTo NoA0OpaboTRalL
Ha CblUMTE AaHHW, B CAyHan ye Kap aata OOA e
V3ue3HaA GaKkTUUECKU MAK € MPECTaHaA A CbLLECTBYBA
IOPUAMYECKH, AU € U3MaAHAA B HECHCTOSTEAHOCT,
AAMMHUCTPATOPBT Ha CbOTBETHUTE AMYHW AGHHW, KOUTO
€ Bb3AOXMWA 0bpaboTKaTa Ha AMYHKM AaHHM Ha "Kap aaTa"
OOA vMa npaBo aa 1cka oT "ObpaboTsall' Aa M3Tpre
VAU A MY BbPHE CbOTBETHUTE AMYHM AGHHM.

['1. MNpexBbpAsiHE Ha AUYHM ABHHM KbM TPETU
AbP>KaBu.
O6paboTBaLMSAT AUHYHM AGHHW HAMa MPaBo Ad
MPEXBbPAA AUUHU AGHHU KbM TPETa AbpPKaBa M3BbH
EsponeiickoTo mkoHommyecko npoctparcTso (ENMT),
OCBEH akKO He € MOAYUMA MPEABAPUTEAHO MNCMEHO
pa3pelleHne OT aAMUHWUCTPaTOpa.
B cAyvant Ha TakoBa nNpexsbpAsiHe, 06paboTBaLMAT ce
3aAbAXKaBa Ad OCUIYPH MbAHO CbOTBETCTBME C [AaBa V
oT PernamenT (EC) 2016/679, BkAOUMTEAHO Ype3
MpUAaraHe Ha MOAXOASLLM rapaHLmMK, KaTo:
—  CTaHAApPTHM AOTOBOPHU KAGY3U, OACDPEHU OT
EsponeiickaTa komucus;
—  pelleHue 3a aAeKBaTHO HMBO Ha 3aluTa
CbrAacHo YA. 45 ot PeraamenTa;
—  APYI¥ 3aKOHOCBOBPA3HM MEXaHMU3MM 33
TpaHceep, aonyctmm no GDPR.
KbM MOMEHTa Ha MOAMMCBaHe Ha HaCTOALLOTO
criopasymeHite, 06paboTBaLLMAT AEKAAPUPA, Ye He
M3BBPLUBA TPAHCHEPU Ha AMUHU AaHHK 13BbH EVTT.
AAMUHUCTPATOPBT Lie ObAe MPEABAPUTEAHO YBEAOMEH,
B CAydalt Ye TOBa Ce MPOMEHMU.

[2. TlpropuTeT Ha AOKYMeHTaumsATa

B caydalt Ha npoTMBOpeuME MexAy HaCTOSLLIOTO
CnopasymeHue 3a 06paboTka Ha AMYHU AaHHK, ObumTe
YCAOBUA U MHAMBMAYaAnHaTa [lopvuka (Order Form),
CTpaHWTe Ce  CbrAacsBaT, Ye MPEAMMCTBO  MMa
HacToswoTo Crnopasymerne (DPA), ocBeH ako He e
M3PUYHO AOFOBOPEHO APYFrO B MUCMEH BUA.

[3. Tosn Aorosop 3a 06paboTka Ha AMMHW AGHHU e
M3roTBeH Ha GBArapCckM M aHIAMIMCKU €31K U B CAyYall Ha
KakBOTO 1 Aa € NPOTUBOPEUME MEXAY ABaTa TEKCTa, e
ce npuAara 6bArapckUAT TEKCT.

[4. HacTosawmsaT AOKYMEHT e BaAMAEH 3a BCWYUKK
kameHTn Ha KAP AATA OOA, KouTo ca noAnmMcasu

the personal data to the controller and delete existing
copies unless Union or Member State law requires storage
of the personal data. Until the data is deleted or returned,
the processor shall continue to ensure compliance with
these Clauses.

[0.1. Regarding the personal data that Car Date Ltd.
processes as a processor of personal data and has
provided the same personal data for processing to "the
Processor" as a sub-processor of the same data, in the
event that Car Date Ltd. has effectively disappeared or
has ceased to exist legally or has fallen into insolvency,
the controller of the relevant personal data who has
entrusted the processing of personal data to Car Date
Ltd. has the right to request "the Processor" to delete or
retum the relevant personal data to it.

| I. Transfer of Personal Data to Third Countries.

The Processor shall not transfer personal data to any third
country outside the European Economic Area (EEA)
without the prior written authorisation of the Controller.

In the event such a transfer becomes necessary, the
Processor shall ensure full compliance with Chapter V of
Regulation (EU) 2016/679, including the wuse of
appropriate safeguards such as:
— Standard Contractual Clauses adopted by the
European Commission;
—  An adequacy decision pursuant to Article 45 of
the Regulation;
— Other lawful transfer mechanisms permitted
under the GDPR.
As of the date of signature of this Agreement, the
Processor confirms that no personal data is transferred
outside the EEA. The Controller shall be informed in
advance if this changes.

[2. Governing Documents and Precedence

In the event of any conflict between this Data Processing
Agreement, the General Terms and Conditions, and the
individual Order Form, the Parties agree that this
Agreement (DPA) shall prevalil, unless expressly agreed
otherwise in writing,

[3. This Data processing agreement is issued in
Bulgarian and English, and in case of conflict of
whatsoever kind, between the texts, the Bulgarian text
shall prevail.

[4. This document is valid for all clients of CAR DATA
Ltd. who have signed an Order Form or an individual
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MNopbuka (ORDER FORM) uAM MHAMBKMAYaAEH ACTOBOP, agreement in which this DPA is expressly referenced.
B KOMTO HacToswmsaT DPA e nspuuHo nocoueH. Hama No separate signature is required unless explicitly
Hy)XAa OT OTAEAHO TMOAMUCBaHE, OCBEH ako He e requested by either party.

M3PUYHO MOWUCKAHO OT HSKOA OT CTpaHuTe.
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CAR DATA LTD

NMPUAOXEHME 2 : ONMMNCAHME HA
OBPABOTBAHETO

ANNEX 2: DESCRIPTION OF THE
PROCESSING

KaTeropun cybekTu Ha AaHHU, YUUTO AMYHM ABHHU Ce
obpaboTsaT

Cy6eKkTh Ha AaHHW, YMUTO AMYHM AaHHKM ce obpaboTeaT
Ype3 MHTEPHET aApecuTe, cneumduLmMpaHn B AOrOBOPA,
MPUAOKEHUATA  MAM  CMIELMAAHWUTE  YCAOBMS 33
CbOTBETHUTE MPOAYKTU U YCAYTH.

KaTeropun o6paboTBaHM AUUHU AGHHM

Beuukm AvdHM pAaHHK, 06paboTBaHK Npes Te3n MHTepHeT
NOpTaAw.

EctectBO Ha obpaboTBaHeTo

O6paboTBaWAT MMa AOCTBIT AO BCUUKM AMYHU AGHHM,
06paboTBaHN Mpe3 WHTEPHET MOPTAAUTE, CbMAACHO
NOAMMCaH M3PUYHO AOTOBOP

AAMUHUCTPATOPBLT NOTBbPXAABA, Ye 06paboTRALMAT He
nperAexaa, NpoBepsBa WAW OLEHsABa MO  CbLIECTBO,

TOYHOCTTA VAU 3aKOHOCHOOPA3HOCTTa Ha
06paboTBaHNTE  AMMHWM  AGHHM WA AOKYMEHTM,
O6paboTBawmsT AEVCTBa M3LSAAO CbrAacHoO
VHCTPYKUMMTE Ha  aAMMHUCTpaTopa M MPEeAOCTaBs

TeXHWYECKN CPEACTBA 3a M3BbPLUBAHE Ha YCAYrMTE Mo
EASKTPOHHO MOAMMUCBaHe, 6e3 Aa yYrNpaXHsABa KOHTPOA
BbPXY CbAbPXaHMETO Ha 06paboTBaHMTE AaHHM.

Llean(M), 3a kosaTOo (KOMTO) AUYHUTE AaHHM ce
06paboTBaT OT UMETO Ha aAMUHUCTpaTOpa

3KAIOUMTEAHO CaMO 33 W3MbAHEHWE Ha nopb4aHaTa

GYHKLUMOHAAHOCT CbrAacHO CrieLmMduKaLMa Ha ycAyraTa
VAU NPOAYKTa

[POABAKUTEAHOCT Ha 06paboTBaHeTo

3a CPpOKa Ha BaAMAHOCT Ha OCHOBHMA AOroBOp 3a
MPEAOCTABAHE Ha YCAYTUTE.

Categories of data subjects whose personal data is
processed

Data subjects whose personal data is processed
through the Internet addresses specified in the
agreement, appendices, or specific terms and
conditions applicable to the relevant products and
services.

Categories of personal data processed

All personal data processed via these intermet sites.

Nature of the processing

the processor has access to all personal data processed
via the intemet sites, according to explicitly signed
contract.

The Controller acknowledges that the Processor does
not review, verify or assess the substance, accuracy or
legality of the personal data or documents being
processed. The Processor acts solely on the
instructions of the Controller and provides the
technical means to facilitate the provision of electronic
signature services, without exercising control over the

content of the data processed.

Purpose(s) for which the personal data is processed
on behalf of the controller

Exclusively for the performance of the functionality

ordered by the Controller, in accordance with the
applicable service or product specification.

Duration of the processing

Until termination of the service delivery contract.



